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uSSH (Secure Shell) SDK

Copyright (C) 2009-2019 Cypherbridge Systems, LLC.
All Rights Reserved.
www.cypherbridge.com

Dropbear contains a number of components from
different sources, hence there are a few licenses and
authors involved. All licenses are fairly non-restrictive.

The majority of code is written by Matt Johnston, under
the license below.

Portions of the client-mode work are (¢) 2004 Mihnea
Stoenescu, under the same license:

Copyright (c) 2002-2008 Matt Johnston
Portions copyright (c) 2004 Mihnea Stoenescu
All rights reserved.

Permission is hereby granted, free of charge, to any
person obtaining a copy of this software and associated
documentation files (the “Software”), to deal in the
Software without restriction, including without
limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the
Software, and to permit persons to whom the Software
is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice
shall be included in all copies or substantial portions of
the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE
FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS
IN THE SOFTWARE.




LibTomCrypt and LibTomMath are written by Tom St
Denis, and are Public Domain.

svr-authpubkey.c and svr-authpubkeyoptions.c are from
OpenSSH 3.6.1p2, and are licensed under the 2 point
BSD license.

Import code in keyimport.c is modified from PuTTY’s
import.c, licensed as follows:

PuTTY is copyright 1997-2003 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk,
Delian Delchev, Andreas Schultz, Jeroen Massar, Wez

Furlong, Nicolas Barry, Justin Bradford, and CORE SDI
S.A.

Permission is hereby granted, free of charge, to any
person obtaining a copy of this software and associated
documentation files (the “Software”), to deal in the
Software without restriction, including without
limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the
Software, and to permit persons to whom the Software

is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice
shall be included in all copies or substantial portions of
the Software.

THE SOFTWARE IS PROVIDED “AS 1S”, WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE
COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE
USE OR OTHER DEALINGS IN THE SOFTWARE.

curve25519-donna:

Copyright 2008, Google Inc.
All rights reserved.

Redistribution and use in source and binary forms, with
or without modification, are permitted provided that the
following conditions are met:

* Redistributions of source code must retain the
above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce
the above copyright notice, this list of conditions

and the following disclaimer in the
documentation and/or other materials provided
with the distribution.

* Neither the name of Google Inc. nor the names of
its contributors may be used to endorse or
promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE
COPYRIGHT HOLDERS AND CONTRIBUTORS
“AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

curve25519-donna: Curve25519 elliptic curve, public
key function

http://code.google.com/p/curve25519-donna/
Adam Langley <agl@imperialviolet.org>

Derived from public domain C code by Daniel J.
Bernstein <djb@cr.yp.to>

More information about curve25519 can be found here
http://cr.yp.to/ecdh.html

djb’s sample implementation of curve25519 is written in
a special assembly language called ghasm and uses the
floating point registers.

This is, almost, a clean room reimplementation from the
curve25519 paper. It uses many of the tricks described
therein. Only the crecip function is taken from the
sample implementation.

This is part of the OpenSSH software.

The licences which components of this software fall
under are as follows. First, we will summarize and say

VIRDIZICEATOHBHSE
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that all components are under a BSD licence, or a
licence more free than that.

OpenSSH contains no GPL code.

1)
Copyright (c) 1995 Tatu Ylonen
<ylo@cs.hut.fi>, Espoo, Finland
All rights reserved

%
%

%

%

* Asfar as I am concerned, the code I have written
* for this software can be used freely for any

* purpose. Any derived versions of this software
* must be clearly marked as such, and if the

* derived work is incompatible with the protocol
* description in the RFC file, it must be called by
* aname other than “ssh” or “Secure Shell”.

[Tatu continues]

* However, [ am not implying to give any licenses
* to any patents or copyrights held by third parties,
* and the software includes parts that are not under
* my direct control. As far as I know, all included
* source code is used in accordance with the

* relevant license agreements and can be used

* freely for any purpose (the GNU license being
* the most restrictive); see below for details.
[However, none of that term is relevant at this point
in time. All of these restrictively licenced software
components which he talks about have been
removed from OpenSSH, i.e.,

— RSA is no longer included, found in the
OpenSSL library

— IDEA is no longer included, its use is deprecated

— DES is now external, in the OpenSSL library

— GMP is no longer used, and instead we call BN
code from OpenSSL

— Zlib is now external, in a library

— The make-ssh-known-hosts script is no longer
included

— TSS has been removed

— MDS5 is now external, in the OpenSSL library

— RC4 support has been replaced with ARC4
support from OpenSSL

— Blowfish is now external, in the OpenSSL library

[The licence continues]

Note that any information and cryptographic
algorithms used in this software are publicly
available on the Internet and at any major
bookstore, scientific library, and patent office
worldwide. More information can be found e.g. at
“http://www.cs.hut.fi/crypto”.
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The legal status of this program is some
combination of all these permissions and
restrictions. Use only at your own responsibility.
You will be responsible for any legal consequences
yourself; I am not making any claims whether
possessing or using this is legal or not in your
country, and I am not taking any responsibility on
your behalf.

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED
FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM, TO THE
EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN
WRITING THE COPYRIGHT HOLDERS AND/
OR OTHER PARTIES PROVIDE THE
PROGRAM “AS IS” WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK
AS TO THE QUALITY AND PERFORMANCE
OF THE PROGRAM IS WITH YOU. SHOULD
THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY
APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER,
OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE PROGRAM AS
PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT
OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR
A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF
SUCHHOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

The Rijndael implementation by Vincent Rijmen,
Antoon Bosselaers and Paulo Barreto is in the
public domain and distributed with the following
license:
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@version 3.0 (December 2000)

Optimised ANSI C code for the Rijndael cipher
(now AES)

(@author Vincent Rijmen
<vincent.rijmen@esat.kuleuven.ac.be>
(@author Antoon Bosselaers
<antoon.bosselaers@esat.kuleuven.ac.be>
(@author Paulo Barreto
<paulo.barreto@terra.com.br>

This code is hereby placed in the public domain.

THIS SOFTWARE IS PROVIDED BY THE
AUTHORS “AS IS” AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE AUTHORS OR
CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Remaining components of the software are
provided under a standard 2-term BSD licence with
the following names as copyright holders:

Markus Friedl
Theo de Raadt
Niels Provos
Dug Song
Aaron Campbell
Damien Miller
Kevin Steves
Daniel Kouril
Per Allansson

Redistribution and use in source and binary
forms, with or without modification, are
permitted provided that the following conditions
are met:

1. Redistributions of source code must retain
the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must
reproduce the above copyright notice, this list
of conditions and the following disclaimer in
the documentation and/or other materials
provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE
AUTHOR “AS IS” AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALL THE AUTHOR BE
LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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An implementation of the ARCFOUR algorithm

Based on XySSL: Copyright (C) 2006-2008 Christophe
Devine

Copyright (C) 2009 Paul Bakker <polarssl_maintainer
at polarssl dot org>

All rights reserved.

Redistribution and use in source and binary forms, with
or without modification, are permitted provided that the
following conditions are met:

* Redistributions of source code must retain the above
copyright notice, this list of conditions and the
following disclaimer.

* Redistributions in binary form must reproduce the
above copyright notice, this list of conditions and
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the following disclaimer in the documentation and/
or other materials provided with the distribution.

* Neither the names of PolarSSL or XySSL nor the
names of its contributors may be used to endorse or
promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE
COPYRIGHT HOLDERS AND CONTRIBUTORS
“AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

The ARCFOUR algorithm was publicly disclosed on
94/09.

http://groups.google.com/group/sci.crypt/msg/
10a300c9d21afcal
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RSA Data Security’s MD5 License
Copyright (C) 1991-2, RSA Data Security, Inc. Created 1991. All

rights reserved.

License to copy and use this software is granted provided that it
is identified as the “RSA Data Security, Inc. MD5 Message-
Digest Algorithm” in all material mentioning or referencing this

software or this function.

License is also granted to make and use derivative works
provided that such works are identified as “derived from the
RSA Data Security, Inc. MD5 Message-Digest Algorithm” in all

material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning
either the merchantability of this software or the suitability of
this software for any particular purpose. It is provided “as is”
without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this

documentation and/or software.
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